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 E-Records and the Law

 RMO and IT Decision Making

 Inventorying Automated Systems

 Cloud Computing

 Email Management

 Social Media and Local Government

 Preserving Electronic Records

 Policies and Procedures

Boot Camp Drills
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Records Retention Schedules

 State Archives publishes retention 

schedules

Local governments

 Arts and Cultural Affairs Law, Article 57A

 Regulations of the Commissioner of Education

State Agencies

 Regulations of the Commissioner of Education, 8 

NYCRR

 Schedules are NOT format specific
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 Local government officials must ensure that 

hardware, software and data are secure

 Electronic record security and authenticity is 

regular topic in NYS Comptroller’s Audits

 Local governments have legal obligation to 

ensure their e-records are defensible in court
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Must be able to trust your e-records

 To use them with confidence

 To certify their accuracy

Protect records from corruption and 

loss

 Information must remain usable
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 Electronic records and the court

E-Records are discoverable

E-Records can be entered as evidence

 From all sources and all devices

 At work and at home (if used for work)

 Whether it should have been deleted or not
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E-Discovery

 Zubulake v. UBS Warburg

Start hold as litigation is reasonably expected

 Identify sources of info to ensure preservation

Evaluate internal compliance with records 
retention and storage practices

Save active files and ensure backup data is 
safely stored

Monitor compliance with hold, re-issuing hold 
to ensure new employees know about it
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Be prepared to . . .
 Explain e-recordkeeping practices using written 

policies and procedures

 Demonstrate records are reliable

 Identify potential causes for error

 Explain your prevention strategies

 Document staff training

 Prove obsolete records are legally disposed 

(defensible destruction) 
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Suggested team members

Administrator

Board member

Information technology

Records management officer

Legal counsel

Key users (system owners)
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 Facilitate communication

 Identify projects and strategies

Review RFPs and responses

Address records mgmt requirements

Develop e-records plan, policies and 

procedures

Ensure ongoing staff training
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 Identifies key electronic records systems

 Collects baseline data about systems

 Basis to formulate plan of action

 Helps ensure legal compliance

 Due diligence (avoid fines and penalties)
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 Important electronic records systems

On site and cloud-based systems

 Examples

Electronic payroll system

Student information system

Real property tax system

Social Services case file database

Accounting system

 Do I inventory PCs and ordinary docs?
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 Comprehensive or focused

Organizational or select offices/departments 

Functional “cross-cutting” systems

Specific focused records systems

 Identify distinct purpose for inventory

 Start small

Focused inventories tend to yield better results

Practice on your own e-records system first
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 Owners/users of system “stakeholders”

 Information Technology

 Records Management Officer

 Project staff

Director

 Inventory clerk

Consultant

 Grant funding is available
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 System title

 System description

 Analyst and owner

 Dates covered

 File type and format

 Quantity and growth

 Hardware

 Software

 Media characteristics

 Relationship to other 

records

 Supporting files

 Retention requirements

 Backup protocols

 Provision for migration

 Reference and retrieval

 Restrictions on use

 Vital records status
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 Analyze results

 Isolate needs

 Identify action items

 Create implementation plan

 Develop policies and procedures

 Maintain inventory data

 Legal requirements - FOIL, e-discovery, compliance, etc.

 Training tool

 Saves time and money
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 Internet services outside your own organization

 Accessed via your web browser 

 Increases or adds capacity without . . . 

 Investing in new computer infrastructure

 Licensing new software

 Hiring additional IT support

 Subscription-based, pay-per-use or government 

sponsored “free” services
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 County real property tax website

Real property database search

GIS parcel viewer

 BOCES web instructional services

 Digital Towpath online document mgmt

 NYS Archives eGrants system

 National Archives 1940 census records
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 Carbonite backup service

 Drop Box file sharing

 DuraCloud archive

 Google Drive

 AWS (Amazon Web Services)

 Microsoft OneDrive 
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 Cloud providers operate application software 

that cloud users access via Internet

 Cloud users do not maintain software or 

IT infrastructure 

 Access is based on monthly, yearly or 

per-use subscription fees

 Data is hosted on the cloud
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 GoToMeeting.com – web meeting tools

 Microsoft Office 365

 Adobe Creative Cloud – every CS6 app

 Google Apps – email, calendar and docs

 Surveymonkey.com – web surveys

 Intacct.com – accounting applications
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Cloud computing concerns

Reliability

Security

Data loss

Lack of uniform standards

Regulatory compliance

Public confidence
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1. Cloud computing is here to stay

2. It is how we do business

3. It saves money and energy

4. Your computers are less secure

5. Everyone already has your data

6. Nothing is private anymore
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 Accept the inevitable . . . Resistance is futile

 Reduce cloud computing risks . . . 

 Institute an IT steering committee

Consider your needs and available resources

Conduct careful research

Evaluate each service, application and provider

Have a solid contract

 What else can you do?
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 Use strong passwords and firewalls

 Use anti-virus software and keep updated 

 Update application software patches

 Use latest version of operating system 

and install OS patches

 Restrict administrative access privileges

 Prevent use of unapproved sites 

and software
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 There’s lots of it

 Many are not records

 Difficult to apply traditional retention rules

 Everyone is a record keeper

 Often used inappropriately 

 Popular ediscovery target 
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 Created or received in course of business

 Retained as proof of official decisions

 Retained for its valuable information

 Subject to FOIL, audit, e-discovery

 “If this were paper, what would I do?”

 Examples: policies, official correspondence, 

agendas,  minutes, RFPs and responses
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Identifying Records

 Many emails are NOT records

 Ask yourself these questions:

Does it replace a phone call?

Does it replace paper correspondence?

 Is it related to a business process?

Does it appear in a retention schedule?

 Is it the official copy?
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Identifying the 

Official Copy of an Email 

 Held by the sender

 Held by the recipient of an external record

 Recipient copied in an exchange by 

external parties  

 Forwarded messages

Depends upon the situation

 The last email in a thread
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Email Retention Options 

 Schedule-Based Retention

 Uniform Retention

 Functional Retention (“Big Bucket” 

retention)

 Account Holder Retention
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Schedule-Based Retention

 Each mailbox owner:

Categorizes each message

Matches the message to a specific schedule 

item

Determines the disposition date

Files the message in an appropriate place

Disposes of the message when appropriate 
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Automatic Classification

 Software reads, categorizes, and files email

 Based on business rules

 Pros

 No user interaction

 Guaranteed compliance

 Cons

 High cost of implementing

 Not 100% accurate
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Email Archiving

 Archiving Systems

 Content Management System 

 Electronic Filing System (network or local 

drive)

 Print to paper
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 Internet sites where users help determine 

content

Social networking allows uploading 

of profiles, posting comments and media 

with opportunity to link up

Used personally and professionally
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 Social Networking (Facebook, Foursquare, 

LinkedIn, Workplace by Facebook, Pinterest)

 Micro-blogging (Twitter)

 Blogs (government and personal)

 Video and Photo Sharing (Instagram, YouTube)

 Forums and Discussion Boards (Google 

Groups, Yahoo! Groups)

 Online Encyclopedias (Wikipedia)
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Does Your Government or 

Agency use Social Media? 
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 Improve communications

Direct contact with public

Alternative to or supplement website

Broadcast important information such 

as emergency alerts

 It’s free! 
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 Inappropriate use by staff and contributors

 Difficult to distinguish between professional 

and personal use

 Limited control due to 3rd party service 

provider

 Subject to ediscovery and FOIL

 Identifying and preserving records
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Social Media Records

 Identifying

 Is content substantial? 

 Is it the official copy? 

Can you find it in a retention schedule? 

 Preserving

Remove from social media site

Use tools such as ArchiveSocial to preserve 

long-term records. 
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Usage (who can post) 

Content control (review process)

Privacy and Ethics

Professional and personal usage

Records management

Staff training
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 What are challenges associated with 

preserving a Word document six years?

Word application software upgrades

Operating system (OS) upgrades

Computer/server replacement

Computer crash

Unauthorized deletion of file

Natural or man made disaster

Other?
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 How do you minimize these risks?

Thorough migration protocols

Convert to standard open format (PDF/A)

Redundant copies

Off-site storage

Disaster recovery plan

Vital records strategy

Tighter security

Staff training

Microfilm
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 Ensure physical security

 Establish Passwords and administrative rights

 Implement virus protection, firewall, spam filter

 Issue alerts about potential security threats

 Disaster planning and response protocols

 Implement policies and procedures

 Train staff
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Commissioner’s Regulations

 Provides details on how governments must meet legal 

requirements

 Include records retention and other requirements in 

system design

 Ensure electronic records are usable for full retention 

period

 Create and maintain information about electronic 

records systems

 Distribute security copies

 Take steps to ensure media integrity
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§ 185.8 General Principles

 Maintaining short-term records in 

electronic format alone is challenging

 Preserving permanent erecords as 

sole copy requires careful planning 

and implementation

 Conduct inventory of key erecords

systems containing official copy of records

 RMO input is critical
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Overwrite it

Smash it up

Demagnetize it

Disc destruction

Purge your printer and photocopier
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 Critical in managing all facets of e-records

 Creates programmatic permanence

 Enhances uniform compliance

 Required in court of law

 Facilitates training
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 Ongoing, consistent, reinforced

 Clarify policies and procedures

 Address

What is expected of users

Security protocols

How to reduce risk

Cost of policy non-compliance

Records management principles
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Evaluations 

 Check your inbox soon for a link to an 

evaluation survey for this workshop.

We depend on your feedback! 
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