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Records Management is now Critical

Think Records M anagement isJust “Niceto H ave?”
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Compliance is Driving e-Records

“Ohb, that three billion dollars.”
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What does ROl Mean?

Reduced
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Why Businesses need e-Records

To stay out of legal trouble
Risk of Litigation/Embarrassment
Enron, Microsoft, DoD
To Prove Compliance with regulations
SEC, EPA, Privacy, HIPAA, etc.
Because they are forced to
Government Mandates

USA (DoD), Canada (RDIMS), UK (PRO), Australia
(VERS), EU (MoOREQ) have mandated e-Records

To Save $$$
Downstream Cost Avoidance

Cost of litigation (discovery), cost of major mistakes

® leuses

| IBM DB2 Records Manager © 2003 IBM Corporation




IBM Software Group | DB2 Data Management Software

e-Records as a Contribution to Market Requirements

Mandated Govt. Standards

Regulatory Compliance

' Y4 N\
USA United Kingdom| | Australia | [Financial Sv Pharma HeathCare
(5015.2) (PRO) (VERS) (SEC) (21 CFR 11) (HIPAA)
.DO(lz search WORM *Privacy *Privacy
— o sermoe Digital Rights Digital Rights
eSurveillance . .
-Duplication eSecurity eSecurity
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e-Records and Paper

Implementation - Making it Work
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Implementation Realities

Current Opportunities are LARGE in scale (10,000+
users)
Ability to scale up = key!
Significant Buyer Skepticism
Many failed pilots.
Poor user acceptance.
Deployment capability = key!
IT Managers, not Records Managers, = Buyer
Records people in support role only.
Market is Lacking RM Understanding and Skills

Buyers and Sellers Do not know RM and its implications
Shortage of Recordkeeping Skills

® leuses
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Why Have we not Implemented e-Records?

Definition of an
“Implementation”

1,000+ users Declaring/Classifying

Regular Disposition carried out
The e-records “flu”

| IBM DB2 Records Manager © 2005 IBM Corporation
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IBM Records Manager — A Fresh Approach

Laws

Policies

Records Management

Retention/Disposition Scheduling

Structured File Plan

Regulations

Retention
&
Disposition
Decisions

Corporate Information

UL
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The Solution — e-records

An e-Record is:

E-mail

Anything at the desktop
Deleting the right document at the right time
(Retention and Disposition).

Destroy according to law/policy
e-Records puts the organization in control of
the destruction.
Consists of (3) new capabilities:

Declare
Classify
Apply Life Cycle

| IBM DB2 Records Manager © 2003 IBM Corporation
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e-Records
(3) Objectives
Declare (User)

Put a document under e-Records
management control

Classify (User)
Assign a retention rule to the document

Automatic or Manual Classification
Apply LifeCycle (Records Administrator)
Apply LifeCycle rules to a declared document

Destroy or Transfer (out) a record

| IBM DB2 Records Manager © 2003 IBM Corporation
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Recordkeeping for End Users

Ja— Declare Electronic/Non-Electronic

documents
Effort Classify during Declaration

—
—
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The
~— 5—5600“d
ru\€

| IBM DB2 Records Manager © 2003 IBM Corporation



IBM Software Group | DB2 Data Management Software

Declaring Documents To Be Records

IBM DB2 Records Manager © 2003 IBM Corporation
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Declaring a Document

Host App e-Records

| IBM DB2 Records Manager © 2003 IBM Corporation




Classifying a Document

File Plan Retention Schedule
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Enterprise e-Records

Declare/Classify
App 5

Declare/Classify
App 3

Declare/Classify
App 2

Declare/Classify
App 4

Declare/Classify
App 1

Declare/Classify
App 6

Records Records Processes
o _ Retention Schedule
Administration File Plan

e —
Metadata

IBM DB2 Records Manager
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US DoD 5015.2 Standard

Approved Nov. 1997 for all DND agencies.
NARA endorsement for US civilian
government.

Vendor Certification Program

Registry of certified products .

Two certification categories.
RMA products.

“Product Pairs”.
EDMS with certified RMA products.

http://jitc.fhu.disa.mil/recmgt

| IBM DB2 Records Manager © 2003 IBM Corporation




IBM Software Group | DB2 Data Management Software

US DoD 5015.2
Why pay attention to it?

No credible alternative.
5015.2 forms a meaningful foundation.

The “minimum bar”.
Ongoing upgrade/development.
ARMA International ERMC.
Vendors are $$$ bound to it.
Required for most sales.

| IBM DB2 Records Manager © 2003 IBM Corporation



5015.2-Certified Products

CACI's HighView Records Manager v4.1.1 with IBM
Corporation's Records Manager v4.1.1

IBM Corporation's IBM DB2 Records Manager v4.1.1
CEXEC eRecords Enabler V2.0 by CEXEC, Inc.

Open Text Corporation's Livelink Records Management
v2.9

FileNet Corporation's FileNet Records Manager v3.0
Stellent, Inc.'s Stellent Records Management v7.1
Accutrac Software, Inc.'s Accutrac XE v2.0

TOWER Software's TRIM Context v5.2 with Microsoft
Corporation's Microsoft SharePoint Portal Server 2003
IBM Corporation's IBM DB2 Records Manager v4.1
Meridio, Inc.'s Meridio v4.2

Meridio, Inc.'s Meridio v4.2 with Microsoft Corporation's
MS SharePoint Portal Server v2.0

Documentum's Documentum Records Manager v4.1 with
MS SharePoint Portal Server 2003

Documentum's Documentum Records Manager v4.1
Documentum's Documentum Records Manager v4.1 with
EMC Corporation's with EMC Centera v2.2 (SP2)
Documentum's Documentum Records Manager v4.1 with
ApplicationXtender v5.2

TOWER Software's TRIM Context v5.2

Microsoft Corporation's MS Windows SharePoint Services
2003 with MDY Advanced Technologies, Inc.'s FileSurf 7.5

(SR3)

MDY Advanced Technologies, Inc.'s FileSurf v7.5 (SR3)
ZyLAB Technologies BV's ZyIMAGE Records
Management Module v1.0

Objective Corporation Ltd's Objective 7

Stellent, Inc.'s Stellent Records Management v7.0
Zasio Enterprises, Inc.'s Versatile Enterprise v6

Open Text Corporation's Livelink Records Management
v2.7

Feith Systems and Software, Inc.'s Feith Document
Database v7

IBM Corporation's IBM DB2 Records Manager Enabler for
Content Manager v8.2

Optika Inc.'s Acorde Enterprise v4.0

MDY Advanced Technologies, Inc.'s FileSurf v7.50 with
NetApp NearStore and NetApp Filer, Decru DataFort,
and Documentum

Hyland Software, Inc.'s OnBase Records and
Information Management Module v1.0

IBM Corporation's IBM DB2 Records Manager v3.1
LaserFiche's LaserFiche Records Management Edition
v7

MDY Advanced Technologies, Inc.'s FileSurf v7.50 with
Network Appliance, Inc.'s NetApp NearStore and
NetApp Filer, Decru Inc.'s DataFort, and KVS, Inc.'s
Enterprise Vault v4.0

MDY Advanced Technologies, Inc.'s FileSurf v7.50 with
Network Appliance, Inc.'s NetApp NearStore and
NetApp Filer and Decru Inc.'s DataFort

Hummingbird, LTD's Hummingbird Enterprise v5.1.1
Integic Corporation's e, POWER Activator v6.3 with
Hummingbird, LTD's Hummingbird Enterprise v5.1.1
MDY Advanced Technologies, Inc.'s FileSurf v7.5 with
KVS, Inc.'s Enterprise Vault v4.0 and EMC Corporation's
EMC Centera v2.0

MDY Advanced Technologies, Inc.'s FileSurf v7.5 with
KVS, Inc.'s Enterprise Vault v4.0

Cimage NovaSoft, Inc.'s e3-RM 5.0

Vignette Corporation's Vignette Records and Document
Server v4.1 (formerly Seraph v4.1)

Documentum's Documentum Records Manager v3.1
with Hummingbird WebTop DM v5.0

IBM Corporation's IBM DB2 Records Manager v2.1.1
TOWER Software's TRIM Context v5.2

170 Systems, Inc.'s 170 MarkView v4

Relativity's Relativity Records Manager (R2M) v3.0
Open Text Corporation's Livelink Records Management
v2.5 for Solaris

File Surf v7.50 by MDY Advanced Technologies, Inc.
with iManage MailSite v 6.5 (DMS) by iManage, Inc.

As of Feb. 15 2004
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Declaration and Classification

It’s all that matters!
Declaration
Getting enough documents declared
Getting them declared at the right time
Classification
Getting it right
You've got to achieve both
This is what you have to get good at!!!!

| IBM DB2 Records Manager © 2003 IBM Corporation
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You Have to Account for:

Business Software

Policies/Procedures  f€chnical Platform

To Outwit Your Users

| IBM DB2 Records Manager © 2003 IBM Corporation
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The End User
Examples Of A Simple Declare & Classify

Declare an Outlook e-mail Message
Voluntary “declare” button.

Classify

Manual, (2) methods.

Browse the entire file plan.

Select from a designated “pick list” of assigned
files.

Automatic classification

e-mail containing a specified word
in the email subject line

| IBM DB2 Records Manager © 2003 IBM Corporation
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Declaration - Automatic

Declaration triggered by some “system event”, e.g.
A step in a workflow

Email Send Intercept

Select a Document Class/Type in a Document/Content
Management Application

Anything you can think of........

Mortgage Approved
Travel Request Approved
Check the document out for editing

| IBM DB2 Records Manager © 2003 IBM Corporation
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Declaration — Automatic

WorkFlow
Declare a Record!

| IBM DB2 Records Manager © 2003 IBM Corporation




IBM Software Group | DB2 Data Management Software

Declaration — Automatic
Email Send Intercept

Email Send Intercept
Forces User to choose every time they click “Send”

Optional Bail-Out

PRO CON
Reinforces desired Only works for SENT
behavior (is this is a record?) Email (not received)

Easy to Implement

| IBM DB2 Records Manager © 2003 IBM Corporation
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“Monitored” Folders

IBM DB2 Records Manager

)

Finance D am—

| Declare!

)

Safety

)

Administration <=

| Declare!

)

Legal

Declare
Documents
In These
Folders

© 2003 IBM Corporation
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The Holy Grall of e-Records

“GO Ahead...

Classify me:’

IBM DB2 Records Manager

© 2003 IBM Corporation
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Content Based Auto-Classify

Software that “reads” a document,
reduces to core concept

Uses Neural Net software technology
Compares document concept to Subject
File

Finds the best match

Builds a taxonomy on the target subject
Self-Learning

Accuracy rises with more attempts

| IBM DB2 Records Manager © 2003 IBM Corporation
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The Challenges of Content-Based Auto-Classification

High Effort, Low Yield
Takes 10-20 documents to train each subject/activity

Extraordinary setup effort

Accuracy still only 70%? (under ideal
circumstances)

Works well in well-defined, predictable situations
Don’t Relate Searching to Classification

Classification is different from searching
Required for Success

Cost embedded within e-records technology
Easier taxonomy construction

Faster, smarter classification

| IBM DB2 Records Manager © 2003 IBM Corporation
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Content-Based Auto-Classify

Tagging and Taxonomy
[ ooaumens | [ e | [ Tecnomy |

/ Safety, Workplace

=N\

Safety | Finance |
::: —) / Finance, Budgets ‘ |
| | / Safety, Incidents Workplace Incidents Budgets Reports
RRule 1 | [ RRule 2 | RRule 3 | (RRule 4 |

) / Finance, Reports

IBM DB2 Records Manager © 2003 IBM Corporation
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Four Secrets

of Successful Implementation

Success is determined by software
Implementation, not the software itself

No matter what the features, users will resist
Different apps, platforms, attitudes
present different challenges

A solution that works in one circumstance will not work in
another

RecordKeeping must be part of the
business culture
Will fail without supporting policies, processes
You only get what you measure
Always look for ways to quantify and measure results

82
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Making e-Records Disappear
Why so Important?

e-Records is a really a capability, not a product
Users Don’'t Want Another Piece of Software for
Recordkeeping.

Perceived as Administration.

More work, no return.
Recordkeeping Must be Part of Everyday Work Processes.

No “separate” effort for recordkeeping.
Build e-Records Into the Business Software.

Declare a record and classify while writing, approving, and
sending documents.

| IBM DB2 Records Manager © 2005 IBM Corporation
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Declaring Electronic Records
User Reluctance

Declare that Document!

It's “my” document
This is “too much

work”
Let “Admin” do it!

“Declaring a document via software is an unnatural act”
R. Medina, 2000

| IBM DB2 Records Manager © 2005 IBM Corporation
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What Implementation is Really All About

Apply Disposition to Them

Classify Them (correctly)

Declare the Records

| IBM DB2 Records Manager

<—
<—
<—

Now we can apply our retention

rules to them

We need to make sure they are

(properly) classified

We have to get the records (under

our control)

81
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Translating to Real Terms

This is what we
have to achieve!

This cannot be done unless the
bottom two layers happen!

Apply Disposition to Them

“IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII.

.0
*
*

How do me make sure classification
accuracy rate > 95%7?

Classify Them (correctly)

How are we going to get 10,000
users to do this, reliably and
consistently?

Declare the Records

‘IIIIIIIIIIIIIIIIIIIIIII..

.

*

*
*

., ®
AN NN EEEEEEEEEEEEEEE NN NSNS EEEEEEEEEEEEEEEES
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A 3-Stage Approach to e-Records Success

Mandates / Regulations

Establish corporate policies
based on the regulations
that effect you

Translate these policies into
specific business
procedures

Apply the technologies to
automate and control the
business procedures

| IBM DB2 Records Manager © 2005 IBM Corporation
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IBM’s e-Records Implementation Methodology

= =

Build Supporting Organizational Structures
Build Corporate Awareness

Establish Underlying Corporate Policies
Enshrine the New Policies

—> <&
Build/Strengthen RM Foundation

Develop Implementation Strategy/Plan
Map Business Processes

= =
Implement RM Technology

Conduct the Initial Pilot
Enterprise Roll-out

| IBM DB2 Records Manager © 2005 IBM Corporation




IBM’s e-Records Implementation Methodology

6. Implementation Plan/Strategy 7. Map Business Processes

<stage 2 —Procedures
5. Strengthen RM Foundation

T
|
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Physical Records Management (PRM)
What is it?
Boxes, Folders, other non-electronic
records
Box storage/retrieval
Records Center Charge-In/Out
Barcoding Support
Space Management
Charge-back

| IBM DB2 Records Manager © 2003 IBM Corporation
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Physical Records Management (PRM)

Still lacking in e-records offerings

Most vendors delivering perhaps 40-50% PRM
capability

Two vendor categories

Major IT Vendors (IBM, EMC, FileNET,
OpenText)

50% PRM capability
PRM Vendors (TowerSoft, Meridio, etc.)

100% PRM capability

| IBM DB2 Records Manager © 2003 IBM Corporation
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Implementations are Lagging Sales. Why?

W Sales
B Implementation

2000 2001 2002 2003 2004
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Why the Lag?
3 Reasons

The Skills Gap
The Skills Gap
The Skills Gap

IBM DB2 Records Manager © 2003 IBM Corporation
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Conclusions/Recommendations

e-Records is becoming a built-in part of
modern business software

You'll increasingly have to deal with it
e-Records is difficult to implement
Don’t think you know it!
So get Help from qualified people
Physical records are lagging e-records
Help vendors to catch up!
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